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(1) while(TRUE)	
  {	
  
(2) 	
  	
  if	
  ((p_ab[CTRL2]	
  &	
  0x10)==0)	
  {	
  
(3) 	
  	
  	
  	
  u	
  =	
  ((p_ab[PB]	
  &	
  0x0f)	
  <<	
  8)	
  +	
  p_ab[PA];	
  	
  
(4) 	
  	
  	
  	
  u_kg	
  =	
  u	
  *	
  kal_kg;}	
  
(5) 	
  	
  if	
  ((p_cd[CTRL2]	
  &	
  0x01)	
  !=	
  0)	
  {	
  
(6) 	
  	
  	
  	
  for	
  (idx=0;idx<7;idx++)	
  {	
  
(7) 	
  	
  	
  	
  	
  	
  e_puf[idx]	
  =	
  p_cd[PA];	
  
(8) 	
  	
  	
  	
  	
  	
  if	
  ((p_cd[CTRL2]	
  &	
  0x10)	
  !=	
  0)	
  {	
  
(9) 	
  	
  	
  	
  	
  	
  	
  	
  switch(e_puf[idx])	
  {	
  
(10) 	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  case	
  ’+’:	
  kal_kg	
  *=	
  1.1;	
  break;	
  
(11) 	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  case	
  ’-­‐’:	
  kal_kg	
  *=	
  0.9;	
  break;	
  }	
  }	
  }	
  
(12) 	
  	
  	
  	
  	
  	
  e_puf[idx]	
  =	
  ’\0’;	
  }	
  
(13) 	
  	
  prin`("Ar$kel:	
  %07.7s\n",e_puf);	
  
(14) 	
  	
  prin`("	
  %6.2f	
  kg	
  ",u_kg);	
  
(15)}
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Program Slicing (Weiser ‘79)

! A	
  program	
  slice	
  contains	
  only	
  those	
  statements	
  that	
  
poten$ally	
  influence	
  the	
  execu$on	
  of	
  a	
  given	
  statement	
  

! Irrelevant	
  statements	
  are	
  removed	
  (replaced	
  by	
  skip)	
  
! Slicing	
  criterion	
  C	
  =	
  (n,	
  V)	
  
! Reduced	
  program	
  S	
  is	
  a	
  slice	
  if	
  
– it	
  is	
  a	
  valid	
  program	
  
– whenever	
  P	
  halts	
  for	
  a	
  given	
  input,	
  S	
  also	
  halts	
  for	
  that	
  
input	
  and	
  computes	
  the	
  same	
  values	
  for	
  the	
  variables	
  in	
  
V	
  whenever	
  the	
  statement	
  n	
  is	
  executed
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Program Slicing
Original	
  program	
  

(1) read(n);	
  
(2) i	
  =	
  1;	
  
(3) sum	
  =	
  0;	
  
(4) prod	
  =	
  1;	
  
(5) while	
  (i	
  <=	
  n)	
  {	
  
(6) 	
  	
  sum	
  =	
  sum	
  +	
  i;	
  
(7) 	
  	
  prod	
  =	
  prod	
  *	
  i;	
  
(8) 	
  	
  i++;	
  
(9) }	
  
(10) write(sum);	
  
(11) write(prod);	
  

!

Slice	
  for	
  (10,	
  {sum})	
  
(1) read(n);	
  	
  
(2) i	
  =	
  1;	
  
(3) sum	
  =	
  0;	
  
(4) 	
  	
  
(5) while	
  (i	
  <=	
  n)	
  {	
  
(6) 	
  	
  sum	
  =	
  sum	
  +	
  i;	
  
(7) 	
  	
  
(8) 	
  	
  i++;	
  
(9) }	
  
(10) write(sum);	
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Semantics of Slicing

! Slicing	
  does	
  not	
  necessarily	
  preserve	
  program	
  seman$cs	
  
! May	
  remove	
  non-­‐termina$on	
  
– Slice	
  may	
  no	
  longer	
  contain	
  infinite	
  loops	
  

! Slice	
  terminates	
  while	
  original	
  program	
  doesn’t	
  
!

! Non-­‐standard	
  seman$cs	
  can	
  be	
  found	
  that	
  are	
  preserved	
  
under	
  program	
  slicing	
  [Danicic	
  et	
  al	
  ‘07]
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Slicing in the PDG

! Program	
  representa$on	
  called	
  Program	
  Dependence	
  Graph	
  
! Slicing	
  becomes	
  a	
  reachability	
  problem	
  
! Linear	
  to	
  the	
  number	
  of	
  statements	
  (nodes)	
  
! However,	
  not	
  necessarily	
  executable	
  slices  

(Extensions	
  to	
  make	
  them	
  executable	
  again	
  available)	
  
! Slice:	
  statements	
  that	
  (in-­‐)directly	
  affect	
  slicing	
  criterion	
  
! PDG	
  defined	
  of	
  CFG:	
  nodes	
  are	
  the	
  same	
  
! Edges:	
  Data	
  and	
  Control	
  Dependence	
  (vs.	
  control	
  flow)

6
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Control Dependence

! One	
  statement	
  directly	
  controls	
  the	
  execu$on	
  of	
  another	
  
! In	
  structured	
  programs	
  equivalent	
  to	
  “indenta$on	
  level”	
  
(1) while	
  (i	
  <=	
  n)	
  {	
  
(2) 	
  	
  sum	
  =	
  sum	
  +	
  i;	
  
(3) 	
  	
  prod	
  =	
  prod	
  *	
  i;	
  
(4) 	
  	
  i++;	
  
(5) }	
  
(6) write(sum);	
  
! Statements	
  in	
  the	
  while	
  body	
  are	
  control	
  dependent	
  on	
  the	
  

while	
  predicate.	
  The	
  write	
  is	
  no	
  longer	
  dependent	
  on	
  the	
  
predicate.
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Control Dependence Formally

! Standard	
  defini$on	
  in	
  terms	
  of	
  post-­‐dominance	
  
! A	
  node	
  x	
  in	
  the	
  CFG	
  is	
  post-­‐dominated	
  by	
  node	
  y	
  if	
  all	
  paths	
  

from	
  x	
  to	
  ne	
  pass	
  through	
  y	
  
! A	
  node	
  y	
  is	
  control	
  dependent	
  on	
  node	
  x	
  (x	
  →cd	
  y)	
  if	
  
– ∃	
  path	
  p	
  from	
  x	
  to	
  y	
  in	
  the	
  CFG,	
  such	
  that	
  y	
  post-­‐
dominates	
  every	
  node	
  in	
  p	
  (except	
  for	
  x),	
  and	
  

– x	
  is	
  not	
  post-­‐dominated	
  by	
  y	
  
! Extends	
  intui$ve	
  no$on	
  to	
  unstructured	
  control	
  flow	
  
! Immediate	
  post-­‐dominator	
  does	
  not	
  post-­‐dominate	
  any	
  

other	
  post-­‐dominator	
  
! Induces	
  a	
  tree	
  structure

8



Secure	
  Informa$on	
  Flow

page

Secure	
  Informa$on	
  FlowSta$c	
  Program	
  Analysis

Computing Post-Dominators

! Several	
  ways	
  to	
  compute	
  post-­‐dominators	
  efficiently	
  
! One	
  way:	
  using	
  the	
  following	
  recursive	
  equa$ons	
  
! maximal	
  fixed	
  point	
  yields	
  post-­‐dominator	
  rela$on	
  
! Ini$aliza$on:	
  pdom(end)	
  =	
  {end}; 
∀n	
  ∈	
  N	
  \	
  {end}	
  :	
  pdom(n)	
  =	
  N	
  

! Itera$on:	
  ∀n∈N	
  \	
  {end}:	
  pdom(n)	
  =	
  {n}	
  ∪	
  (⋂	
  pdom(s))  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  n	
  →cf	
  s	
  
!

! Alterna$ve:	
  Lengauer-­‐Tarjan	
  ’79	
  algorithm	
  for	
  post-­‐
dominator	
  tree	
  (bexer	
  worst-­‐case	
  complexity,	
  but	
  high	
  
constants)
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Post-dominator Tree

(1) read(n);	
  
(2) i	
  =	
  1;	
  
(3) sum	
  =	
  0;	
  
(4) prod	
  =	
  1;	
  
(5) while	
  (i	
  <=	
  n)	
  {	
  
(6) 	
  	
  sum	
  =	
  sum	
  +	
  i;	
  
(7) 	
  	
  prod	
  =	
  prod	
  *	
  i;	
  
(8) 	
  	
  i++;	
  
(9) }	
  
(10) write(sum);	
  
(11) write(prod);
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2.2. PROGRAM SLICING

START

1

2

3

4

5

10

11

6

7

8

END

START

1 2 3 4 5

6 7 8

10 11

Figure 2.3: Post-dominator tree and control dependence subgraph for the ex-
ample program in Figure 2.2. Edges are implicitly directed downwards.

Definition 2.8 is equivalent to the intuition outlined above for structured
programs. Ferrante et al. [FOW87] presented an approach to compute con-
trol dependence: They first compute the post-dominator tree with the fast
Lengauer-Tarjan algorithm [LT79]. Then, for every edge x

cf! y where y is not
postdominated by x, one moves upwards from y in the post-dominator tree.
Every node z visited before x’s parent is control dependent on x. The con-
trol dependence edge x !cd z is labeled with ⌫(x, y), the label of the control
flow edge. To obtain a connected control dependence graph, usually a synthetic
control flow edge (with label false, the original edge from START to the first
statement is labeled true) is inserted between START and END. Therefore,
the START node will be the root in the control dependence subgraph. This
synthetic edge is only inserted while computing control dependence and ignored
for other analyses.

Data Dependence

Originally [FOW87], data dependence comprised several types of dependences
like flow dependence, output dependence and anti-dependence, but for the pur-
pose of slicing, usually only flow dependence is relevant. For that reason, the
term data dependence is generally used interchangeably with flow dependence
in that context. The intuition behind a flow dependence x!dd y is that a node
x computes a value that may be used at node y in some feasible execution. In
some cases, a distinction between loop-carried and loop-independent data de-
pendences is made, representing if the dependence may or may not arise as a
result of loop iterations. In the sequel, data dependence will stand for loop-
carried or -independent flow dependence. In the CFG, this can be formalized
as follows:

33

Edges	
  
implicitly	
  

downwards

CHAPTER 2. DEPENDENCE GRAPHS AND SLICING FOR
OBJECT-ORIENTED LANGUAGES

1 read(n);
2 i = 1;
3 sum = 0;
4 prod = 1;
5 while (i <= n) {
6 sum = sum + i;
7 prod = prod * i;
8 i++;
9 }

10 write(sum);
11 write(prod);

START

1

2

3

4

5

10

11

6

7

8

END

true

false

Figure 2.1: Example program and its CFG

2.1 Intraprocedural Dataflow Analysis

Dataflow Analysis (DFA) is a major branch of program analysis. It answers
questions of the form “Can a value computed at a certain statement flow to
another given statement?” For DFA it is customary to represent a program as a
directed graph, where the nodes are the statements or predicates of the program
and the edges describe the control flow , i.e. possible execution sequences of the
statements. The graph-based representation allows analysis of programs with
structured and unstructured control flow, like goto’s or exception handling.

Definition 2.1 (Control Flow Graph). A Control Flow Graph (CFG) is a
directed attributed graph G = (N, E, ns, ne, ⌫). N is the set of nodes repre-
senting statements and predicates which contains two distinguished nodes ns

(START) and ne (END) representing the beginning and termination of the pro-
gram respectively. E is the set of control flow edges (n, m) 2 E, also written
n

cf! m. E contains a control flow edge n
cf! m iff the statement represented by

m may execute immediately after the execution of the statement represented by
n. Therefore, START has no predecessors and END no successors. The total
attribute function ⌫ : E ! {true, false, ✏} [ Z maps the edges to an attribute:
Nodes representing a predicate have two successors where the edge to one node
is attributed with true, the other with false in accordance with the predicate’s
outcome. switch statements may have a variable number of successors where
each edge is attributed with the integer value that the predicate variable must
equal for control flowing to the edge’s target. All other edges are attributed with
✏, the empty attribute. The functions pred and succ return for each node in the
CFG its predecessors and successors, respectively.

Example 2.1. Figure 2.1 shows an example program along with its control flow
graph. The nodes are represented with the line number of the corresponding
statement.

26
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Computing Control Dependence

! Algorithm	
  by	
  Ferrante	
  et	
  al.	
  ’87	
  
! For	
  every	
  edge	
  x  →cf  y	
  where	
  x	
  is	
  not	
  postdominated	
  by	
  y,	
  

one	
  moves	
  upwards	
  from	
  y	
  in	
  the	
  post-­‐dominator	
  tree.	
  
Every	
  node	
  z	
  visited	
  before	
  x’s	
  parent	
  is	
  control	
  dependent	
  
on	
  x.	
  

! The	
  control	
  dependence	
  edge	
  x	
  →cd	
  z	
  is	
  labeled	
  with	
  ν(x,	
  y),	
  
(label	
  of	
  the	
  control	
  flow	
  edge)	
  

! Synthe$c	
  edge	
  is	
  only	
  used	
  for	
  compu$ng	
  post-­‐dominators	
  
and	
  control	
  dependence,	
  ignored	
  for	
  all	
  other	
  analyses
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Control Dependence Graph

(1) read(n);	
  
(2) i	
  =	
  1;	
  
(3) sum	
  =	
  0;	
  
(4) prod	
  =	
  1;	
  
(5) while	
  (i	
  <=	
  n)	
  {	
  
(6) 	
  	
  sum	
  =	
  sum	
  +	
  i;	
  
(7) 	
  	
  prod	
  =	
  prod	
  *	
  i;	
  
(8) 	
  	
  i++;	
  
(9) }	
  
(10) write(sum);	
  
(11) write(prod);

12

2.2. PROGRAM SLICING

START
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END
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Figure 2.3: Post-dominator tree and control dependence subgraph for the ex-
ample program in Figure 2.2. Edges are implicitly directed downwards.

Definition 2.8 is equivalent to the intuition outlined above for structured
programs. Ferrante et al. [FOW87] presented an approach to compute con-
trol dependence: They first compute the post-dominator tree with the fast
Lengauer-Tarjan algorithm [LT79]. Then, for every edge x

cf! y where y is not
postdominated by x, one moves upwards from y in the post-dominator tree.
Every node z visited before x’s parent is control dependent on x. The con-
trol dependence edge x !cd z is labeled with ⌫(x, y), the label of the control
flow edge. To obtain a connected control dependence graph, usually a synthetic
control flow edge (with label false, the original edge from START to the first
statement is labeled true) is inserted between START and END. Therefore,
the START node will be the root in the control dependence subgraph. This
synthetic edge is only inserted while computing control dependence and ignored
for other analyses.

Data Dependence

Originally [FOW87], data dependence comprised several types of dependences
like flow dependence, output dependence and anti-dependence, but for the pur-
pose of slicing, usually only flow dependence is relevant. For that reason, the
term data dependence is generally used interchangeably with flow dependence
in that context. The intuition behind a flow dependence x!dd y is that a node
x computes a value that may be used at node y in some feasible execution. In
some cases, a distinction between loop-carried and loop-independent data de-
pendences is made, representing if the dependence may or may not arise as a
result of loop iterations. In the sequel, data dependence will stand for loop-
carried or -independent flow dependence. In the CFG, this can be formalized
as follows:

33

2.2. PROGRAM SLICING
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Figure 2.3: Post-dominator tree and control dependence subgraph for the ex-
ample program in Figure 2.2. Edges are implicitly directed downwards.

Definition 2.8 is equivalent to the intuition outlined above for structured
programs. Ferrante et al. [FOW87] presented an approach to compute con-
trol dependence: They first compute the post-dominator tree with the fast
Lengauer-Tarjan algorithm [LT79]. Then, for every edge x

cf! y where y is not
postdominated by x, one moves upwards from y in the post-dominator tree.
Every node z visited before x’s parent is control dependent on x. The con-
trol dependence edge x !cd z is labeled with ⌫(x, y), the label of the control
flow edge. To obtain a connected control dependence graph, usually a synthetic
control flow edge (with label false, the original edge from START to the first
statement is labeled true) is inserted between START and END. Therefore,
the START node will be the root in the control dependence subgraph. This
synthetic edge is only inserted while computing control dependence and ignored
for other analyses.

Data Dependence

Originally [FOW87], data dependence comprised several types of dependences
like flow dependence, output dependence and anti-dependence, but for the pur-
pose of slicing, usually only flow dependence is relevant. For that reason, the
term data dependence is generally used interchangeably with flow dependence
in that context. The intuition behind a flow dependence x!dd y is that a node
x computes a value that may be used at node y in some feasible execution. In
some cases, a distinction between loop-carried and loop-independent data de-
pendences is made, representing if the dependence may or may not arise as a
result of loop iterations. In the sequel, data dependence will stand for loop-
carried or -independent flow dependence. In the CFG, this can be formalized
as follows:
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Data Dependence

! Known	
  from	
  op$mizing	
  compilers	
  
! For	
  slicing	
  only	
  “flow	
  dependence”	
  is	
  relevant	
  
! Called	
  data	
  dependence	
  in	
  the	
  sequel	
  
! x	
  →dd	
  y	
  means	
  that	
  a	
  node	
  x	
  computes	
  a	
  value	
  that	
  may	
  be	
  

used	
  at	
  node	
  y	
  in	
  some	
  feasible	
  execu$on	
  
! A	
  node	
  y	
  is	
  data	
  dependent	
  on	
  node	
  x	
  (x	
  →dd	
  y)	
  if	
  
– there	
  exists	
  a	
  variable	
  v	
  with	
  v  ∈  Def(x)	
  and	
  v	
  ∈	
  Use(y),	
  
– and	
  ∃	
  path	
  P	
  in	
  the	
  CFG	
  from	
  x	
  to	
  y	
  where	
  the	
  defini$on	
  
of	
  v	
  in	
  x	
  is	
  not	
  defini$vely	
  killed	
  (i.e.	
  x	
  is	
  a	
  reaching	
  
defini$on	
  of	
  y.)
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Program Dependence Graph

(1) read(n);	
  
(2) i	
  =	
  1;	
  
(3) sum	
  =	
  0;	
  
(4) prod	
  =	
  1;	
  
(5) while	
  (i	
  <=	
  n)	
  {	
  
(6) 	
  	
  sum	
  =	
  sum	
  +	
  i;	
  
(7) 	
  	
  prod	
  =	
  prod	
  *	
  i;	
  
(8) 	
  	
  i++;	
  
(9) }	
  
(10) write(sum);	
  
(11) write(prod);

CHAPTER 2. DEPENDENCE GRAPHS AND SLICING FOR
OBJECT-ORIENTED LANGUAGES

1 read(n);
2 i = 1;
3 sum = 0;
4 prod = 1;
5 while (i <= n) {
6 sum = sum + i;
7 prod = prod * i;
8 i++;
9 }

10 write(sum);
11 write(prod);

START

1 2 3 4 5

6 7 8

10 11

Figure 2.4: Program dependence graph of the example

Definition 2.9 (Data Dependence). Let Ref(x) denote the set of variables ref-
erenced at node x. Then a node y is data dependent on node x (x!dd y) if

• there exists a variable v with v 2 Def(x) and v 2 Ref(y), and

• there exists a path P in the CFG from x to y where the definition of v in
x is not definitively killed (i.e. x is a reaching definition of y.)

As mentioned earlier, the program dependence graph consists of the nodes
of the CFG (sometimes the END node is omitted as it has no in- or outgoing
dependence edges) with control and data dependence edges replacing the control
flow edges. Consider the program dependence graph of our example program in
Figure 2.4. The data dependences are depicted in green, control dependences in
blue. Since statement 1 defines the variable n that is referenced at line 5 and not
overwritten in-between, there is a data dependence from 1 to 5. The condition
in line 5 determines if and how often the loop is executed, so all the statements
in the loop body are connected by control dependence to node 5. Note that
dependence graphs may contain loops (see the data dependence at node 6) and
multiple edges between two nodes, i.e. they are multigraphs in general.

Data dependence can be computed with reaching definitions analysis di-
rectly. But it is already explicit for programs in SSA form, as each variable
name is only defined once. So computing DD from SSA form is finding the
definition of the referenced variable and – if this definition is in a �-function –
building the transitive hull of variables in referenced �-functions.

As an example, consider Figure 2.2 again. The definition of sum3 depends
on the variable sum2, which is defined in a �-function. This function in turn
references sum1 and sum3, none of which is defined in a �-function. So sum3 is
data dependent on itself and on the initialization. This can be seen in Figure 2.4
as data dependences from node 3 to node 6 and from 6 to 6.

Slicing

The slicing criterion for dependence graph based slicing is usually defined dif-
ferent from Weiser’s original: Instead of a tuple (n, V ), a statement and a set
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(1) while(TRUE)	
  {	
  
(2) 	
  	
  if	
  ((p_ab[CTRL2]	
  &	
  0x10)==0)	
  {	
  
(3) 	
  	
  	
  	
  u	
  =	
  ((p_ab[PB]	
  &	
  0x0f)	
  <<	
  8)	
  +	
  p_ab[PA];	
  	
  
(4) 	
  	
  	
  	
  u_kg	
  =	
  u	
  *	
  kal_kg;}	
  
(5) 	
  	
  if	
  ((p_cd[CTRL2]	
  &	
  0x01)	
  !=	
  0)	
  {	
  
(6) 	
  	
  	
  	
  for	
  (idx=0;idx<7;idx++)	
  {	
  
(7) 	
  	
  	
  	
  	
  	
  e_puf[idx]	
  =	
  p_cd[PA];	
  
(8) 	
  	
  	
  	
  	
  	
  if	
  ((p_cd[CTRL2]	
  &	
  0x10)	
  !=	
  0)	
  {	
  
(9) 	
  	
  	
  	
  	
  	
  	
  	
  switch(e_puf[idx])	
  {	
  
(10) 	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  case	
  ’+’:	
  kal_kg	
  *=	
  1.1;	
  break;	
  
(11) 	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  case	
  ’-­‐’:	
  kal_kg	
  *=	
  0.9;	
  break;	
  }	
  }	
  }	
  
(12) 	
  	
  	
  	
  	
  	
  e_puf[idx]	
  =	
  ’\0’;	
  }	
  
(13) 	
  	
  prin`("Ar$kel:	
  %07.7s\n",e_puf);	
  
(14) 	
  	
  prin`("	
  %6.2f	
  kg	
  ",u_kg);	
  
(15)}
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Abbildung 2: PDG für Abbildung 1

den Regeln des Information Flow darf nicht eine hohe Sicherheitsstufe durch eine niedrige
beeinflusst werden, mithin muss für alle Knoten x ∈ PDG gelten:

S(x) ≤ ⊓
y ∈ pred(x)

S(y)

Andere Einflüsse auf x als solche, die explizit im PDG vermerkt sind, kommen nicht in Be-
tracht, da der PDG bzw. SDG eine konservative Approximation darstellt.

Im Allgemeinen ist zur Berechnung der Sicherheitsstufen eine Fixpunktiteration erforderlich;
in unserem einfachen Beispiel sieht man sofort, dass die Bedingung für x = 4 verletzt ist,
denn

E = S(4) ̸≤ S(10)⊓ S(11)⊓ S(3) = E ⊓ R = R

Anhand der Sicherheitsattribute allein sieht man aber noch nicht warum, dies wird erst
durch Pfadbedingungen sichtbar. Die oben angegebene globale Pfadbedingung PC(p cd,14)
gibt an, wann das Display durch das Keyboard beeinflusst wird; tatsachlich geschieht diese
Beeinflussung ja – wie die Sicherheitsattribute gezeigt haben – entlang der Kanten 10 →

4 bzw. 11 → 4. Die entsprechende Pfadbedingung ist identisch zur oben angegebenen:
PC(10,4)∨ PC(11,4) = PC(p cd,14).

Mithin wird sofort sichtbar, dass bei Eingabe von ’+’ oder ’-’ bei gleichzeitigem Setzen ge-
wisser Kontrollbits die Integritätsbedingung des Information Flow Control verletzt ist. Ge-
genüber den einfachen Sicherheitsattributen hat man also Zeugen gewonnen und kann ein
detailliertes Bedrohungsszenario angeben.

B.2 Dynamische Pfadbedingungen

Angenommen, wir haben folgende dynamische Information über den Programmlauf. Szena-
rio 1: das Keyboard-Eingaberegister p cd[PA] enthält bei allen aufeinanderfolgenden Schlei-
fendurchläufen stets den Wert 0; Szenario 2: p cd[PA] enthält nacheinander die Werte
0,0,0,+,0,0. Diese Eingabesequenzen wurden mitprotokolliert; dadurch wird es möglich, dy-
namisches oder parametrisches Slicing anzuwenden, wodurch die Rückwärtslices von An-
weisung 14 kleiner werden.

Wichtiger sind aber die Auswirkungen der dynamischen Information auf die Pfadbedingun-
gen. In Zeile 7 gilt zusätzlich das Constraint

p cd[PA] = 0 (Szenario 1) bzw. p cd[PA] = 0∨ p cd[PA] =′ +′ (Szenario 2)
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den Regeln des Information Flow darf nicht eine hohe Sicherheitsstufe durch eine niedrige
beeinflusst werden, mithin muss für alle Knoten x ∈ PDG gelten:
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Andere Einflüsse auf x als solche, die explizit im PDG vermerkt sind, kommen nicht in Be-
tracht, da der PDG bzw. SDG eine konservative Approximation darstellt.

Im Allgemeinen ist zur Berechnung der Sicherheitsstufen eine Fixpunktiteration erforderlich;
in unserem einfachen Beispiel sieht man sofort, dass die Bedingung für x = 4 verletzt ist,
denn

E = S(4) ̸≤ S(10)⊓ S(11)⊓ S(3) = E ⊓ R = R

Anhand der Sicherheitsattribute allein sieht man aber noch nicht warum, dies wird erst
durch Pfadbedingungen sichtbar. Die oben angegebene globale Pfadbedingung PC(p cd,14)
gibt an, wann das Display durch das Keyboard beeinflusst wird; tatsachlich geschieht diese
Beeinflussung ja – wie die Sicherheitsattribute gezeigt haben – entlang der Kanten 10 →

4 bzw. 11 → 4. Die entsprechende Pfadbedingung ist identisch zur oben angegebenen:
PC(10,4)∨ PC(11,4) = PC(p cd,14).

Mithin wird sofort sichtbar, dass bei Eingabe von ’+’ oder ’-’ bei gleichzeitigem Setzen ge-
wisser Kontrollbits die Integritätsbedingung des Information Flow Control verletzt ist. Ge-
genüber den einfachen Sicherheitsattributen hat man also Zeugen gewonnen und kann ein
detailliertes Bedrohungsszenario angeben.

B.2 Dynamische Pfadbedingungen

Angenommen, wir haben folgende dynamische Information über den Programmlauf. Szena-
rio 1: das Keyboard-Eingaberegister p cd[PA] enthält bei allen aufeinanderfolgenden Schlei-
fendurchläufen stets den Wert 0; Szenario 2: p cd[PA] enthält nacheinander die Werte
0,0,0,+,0,0. Diese Eingabesequenzen wurden mitprotokolliert; dadurch wird es möglich, dy-
namisches oder parametrisches Slicing anzuwenden, wodurch die Rückwärtslices von An-
weisung 14 kleiner werden.

Wichtiger sind aber die Auswirkungen der dynamischen Information auf die Pfadbedingun-
gen. In Zeile 7 gilt zusätzlich das Constraint

p cd[PA] = 0 (Szenario 1) bzw. p cd[PA] = 0∨ p cd[PA] =′ +′ (Szenario 2)
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